The default. nexaweb file will be signed by integrated key, “com.nexaweb.server.util.GenerateSignKeyImpl”, you find it in the nexaweb-client.xml. 

<launcher-config>
<sign_key-configuration>
<!--Class to provide sign key for .nexaweb. Replace with your own implementation,you can implement this interface com.nexaweb.util.GenerateSignKey in server.	-->
<generate-key class="com.nexaweb.server.util.GenerateSignKeyImpl"/>
</sign_key-configuration>
</launcher-config>

If you want to use the yourself key, we need to implement the interface com.nexaweb.util.GenerateSignKey.

import com.nexaweb.server.util.GenerateSignKey;

public class KeySample implements GenerateSignKey {

	public String getPrivateKey() {
		// TODO Auto-generated method stub
		return null;
	}

	public String getPublicKey() {
		// TODO Auto-generated method stub
		return null;
	}

}
You can get the key from the database or file, we only show a plain. 

You need a java 1.8 env and openssl (https://www.openssl.org/) , means can run keytool and openssl  in command line. 
You can replace red section with your organization, and use your password.
keytool -genkeypair -alias nexawebSec -keyalg DSA -keypass Nexaweb123 -sigalg SHA256withDSA -dname "cn=www.nexaweb.com,ou=nexaweb,o=nexaweb,l=burlington,st=MA,c=US" -validity 3650 -keystore nexawebKeystore.jks -keysize 1024 -storetype pkcs12 -storepass Nexaweb123

[image: ]
[image: Graphical user interface, text, application

Description automatically generated]

The file nexawebKeystore.jks will be generated.
You can run “keytool -list -v -keystore nexawebKeystore.jks” check your key, needs input your password.
[image: Text

Description automatically generated]

Get your public key:
keytool -export -alias nexawebSec -keystore nexawebKeystore.jks -rfc -file nexawebPublic.cert
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Description automatically generated]

The public key file is generated , you can open it with notepad++. 
[image: Text

Description automatically generated]

You can store this public key to your database or other sources. 
We only copy this key to java. 
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Description automatically generated]

Get private key:

keytool -importkeystore -srckeystore nexawebKeystore.jks -destkeystore nexawebKeystore.p12 -deststoretype PKCS12

[image: Text

Description automatically generated]
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Description automatically generated]

openssl pkcs12 -in nexawebKeystore.p12 -nodes -nocerts -out nexawebPrivate.pem
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Description automatically generated]

[image: Graphical user interface, text

Description automatically generated]

The private key is very important,  please store it to safe position, and store them to your sources. 
[image: Text, letter

Description automatically generated]

Please remove all files you have generated, and make sure they are removed from Recycle Bin.
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Description automatically generated]

Replace the default key with your implementation. 
<launcher-config>
<sign_key-configuration>
<!--Class to provide sign key for .nexaweb. Replace with your own implementation,you can implement this interface com.nexaweb.util.GenerateSignKey in server.	-->
<generate-key class="signkey.impl.KeySample"/>
</sign_key-configuration>
</launcher-config>

Restart server. 
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BEGIN CERTIFICATE
MITDOZCCAvegAWIBAGIEY7geB2ANBg1ghkyBZOMEAWTFADBEMOSHCQYDVQQGENIV.
'UZELMAKGA1UECBMCTUEXE zARBGNVBACTC 1 cmpbud0b2 4XEDAOBGNVBASTB25 1
=GF3ZWIXEDAOBGNVBASTB25 1GF 32 IXGDANBGNVBANTD3d3dy 5uZXhhd2Vi LNy
DTAEFWOYM3 AZUT QWNZEOMDBaFWOZM I AZMTEWNZEOMDBaMGOXCZATBGNVBAYTALVT
MQSWCQYDVQQIEWINQTETMBEGALUEBXMKYnV ybG1uZ 3RvbIEQMA4GALUEChMAbIY 4
YXA1Y3EQMA4GALUECKMAbIY 4 VKA1 YIEYMBYGAL UEAXMPA3d3 LIS 1 eGF3ZN Y298
MITBuDCCASWGBYqGSH44BAEWGUEFAGGBAP] /U4EAARIPUE SKnCT s50E2EbASPOSE
AMMeP4C2USZPRVIATIHTWT2NWPG/ X EWEMPLLII VS 14E7gB00b/ InYLArmVC1pI+E
6ARTECLCT7upl/63xhv401 fnxqimFQSE+4P208Ueww] 1VBNaFpEYSnXZr iThLyry
811DGZ3RSAHHANUAL 2803 XU3 C8yYKrnCOUUEC/ BYHPUCGYEAS+GghdabPdTLVKEC
NrRXuXmUz7v60uqC+VeliCZ0HgnARNY eOUTRZT +ZxBXCBGLRIFNE  6EWOFRO3ZWkY.
JMimeTURETULI004KOuH1uzpIWRbAN/ C/ OhNWLX+2J6ASQT ZKTXvGhRKINOGS/h
WuWFBPKLZ16Ae 1U1ZAFHO/ TPSSODGYUARCGBAL31GA08Qs081 bONAK3LCSCS03kY.
NSunkGE7kxbG/ Guwi4mEAS AL Gs4cMUQDY Y DKHE S tiXG4BAROFkq+GEmKbZKXIHT T
1Hsyubd4+c15Cu+ £qpXNTXNEA301 1cV3nZRENEGOQA8HG2 XQb 1ME SDHSmICASATC
X1agGbO0bsZ7NBO0OYEWHZAABGNVHQ4EFGQUACZ+AZ+2yWi rbVE 1 2TDZ LugxLvMu
DQYJYIZIAWUDBAMCBQADLWAWLATUA4Q+IT tXaX3BywhNyKqaPbPF2FUCFR203 392
qobSir/JgDGeTEnZ8dgz

_END CERTIFICATE--
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"HuNFBPKLZ16Ae1U1ZAFHO/ 7PSSODEYUAAOGBAL 3T608Q5081bONdK3tcSCs@3ky "+
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:\Users\dagzh\temp>keytool -importkeystore -srckeystore nexawebKeystore.jks -destkeystore nexawebKeystore.p12 -deststoretype PKCS12
[importing keystore nexawebKeystore.jks to nexawebKeystore.p12...

Enter destination keystore password:

[Re-enter new password:

Enter source keystore password:

Entry for alias nexawebsec successfully imported.

[import command completed: 1 entries successfully imported, @ entries failed or cancelled

:\Users\dagzh\temp>
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:\Users\dagzh\temp>openssl pkcs12 -in nexawebKeystore.p12 -nodes -nocerts -out nexawebPrivate.pem
Enter Import Password:

:\Users\dagzh\temp>
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friendlyName: nexawebsec
localkeyID: 54 63 6D €5 20 31 36 34 37 32 34 32 37 31 30 38 35 39
Key Attributes: <No Attributes>
BEGIN PRIVATE KEY-
MITBSWIBADCCASWGBYqGSM4 4BAEWGGE TAOGBAP / U4EAdRIPUESKACT SSOL2EDAS
POSEAMHEP4C2USZPRVIATLHTWT2NWPG/ X EHEMPBLN1VS14E7 gBOOD/ ImYLrmVCL
DJ+£EARTECLCTTupl/ 635hv401 £nXqinFQSE+4P208Ueww 1VBNaFpEySnXzrith
1yrv81 IDGZ3RSAHHARUAL2BQ] XU3C8yykrmCouuEC/ BYRPUCGYEAS +GghdabPd 7L
VKECNrhXuXnUr Tv60uqC+VAMCz ORgmARNVEOUT RZT+2XBXCBGLRIFRE 6EWOFRO3
2wky3Mim4TuNeoTUL 1004KOUH1 uzpnWRDGN/ C/ OhNWLx+2 J6ASQ7 ZKTxvahRKImG
99/ DWaWEBDKLZ1 6Ae LULZAFMO/ TBSSOEFGIUCE] sHIULguSZy 1bSq3dbeNIRWO-
END PRIVATE KEY-
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:\Users\dagzh\temp>keytool -genkeypair -alias nexawebSec -keyalg DSA -keypass Nexaweb123 -sigalg SHA256withDSA -dname
i nexaweb . com, ou=nexavieb, o=nexaweb, 1-burlington, st=MA, c=US" -validity 3656 -keystore nexawebKeystore.jks -keysize 1]
24 -storetype pkcs12 -storepass Nexaweb123

c:

:\Users\dagzh\temp>
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:\Users\dagzh\temp>keytool -list -v -keystore nexawebKeystore.jks
Enter keystore password:

Keystore type: jks

Keystore provider: SUN

four keystore contains 1 entry

lias name: nexawebsec
reation date: Mar 14, 2022
Entry type: PrivateKeyentry
ertificate chain length: 1
ertificate[1]:

ner: CN=w.nexaweb. com, OU=nexaweb,
Tssuer: Ch=ww.nexaweb.com, OU=nexaweb, O=nexaueb,
Serial number: 63b81c07

alid from: Mon Mar 14 15:14:60 CST 2022 until: Thu Mar 11 15:14:60 CST 2032
ertificate fingerprints:

HD5: E

exaweb, L-burlington, ST=MA, C=US
burlington, ST=MA, C=US

SHA256: 3:2F 10F 168:00:82:C0165:BE11913E123:12:E5:18:2A:50:20:01:0D: 3A:BB1A6128:C5181:AB:46:CAI1F 1C1:B2
Signature algorithm name: SHA256withDSA

Subject Public Key Algorithm: 1024-bit DSA key

jersion: 3

Extensions:

#1: ObjectId: 2.5.29.14 Criticality-false
SubjectkeyIdentifier [

KeyTdentifier [

9C 2C FE @1 OF B6 C9 68 AB 6D 5B 62 CD 30 F3 96
10: EA B1 2 F3

-h.m[b.e..

1
i
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:\Users\dagzh\temp>keytool -export -alias nexawebSec -keystore nexawebKeystore.jks -rfc -file nexawebPublic.cert
Enter keystore password:
ertificate stored in file <nexawebPublic.cert>

:\Users\dagzh\temp>.
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